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Overview

This document describes the process to set up the central management software for thermographic
cameras. It is intended for professionals in the following fields:

e Technical Support Engineer
e System Manager
e System Operator

Symbol Conventions

The following symbols may appear in this document, and their meaning is as follows:

Symbol Description

Alert you to a high-risk hazard that could, if not avoided, result
A DANGER | o
in death or serious injury.

Alert you to a medium or low risk hazard that could, if not
WARNING . , L
avoided, result in moderate or minor injury.

Alert you to a potentially hazardous situation which, if not
A CAUTION avoided, result in equipment damage, data loss, performance

deterioration, or non-anticipated results.

Server Names and Acronyms

Acronym Full Name Note
CMU Central Manager Unit Central Management Server
MDU Media Distribution Unit Media Distribution Server
IAU Intelligent Analysis Unit Intelligent Analysis Server
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System Requirements

A CAUTION: Microsoft® Windows® 32-bit is no longer supported. Use only 64-bit operating systems.

. Intelligent Intelligent
Central Media . .
. L Analysis Analysis
Name PC Client Management Distribution
Server Server
Server Server
(CPU Env.) (GPU Env.)
Intel® Core™ Intel Core Intel Core
Intel Core i7 Intel Core i7
CPU i5-7500 i5-7500 i5-7500
or better or better
or better or better or better
RAM 8GB or more 4GB or more 8GB or more 8GB or more 8GB or more
Network . .
Gigabit/s
Card
HDD 50GB or above | 50GB or above | 50GB or above | 50GB or above | 50GB or above
Microsoft Windows 7 Pro (64-bit)
Microsoft Windows 10 Pro (64-bit)
oS Microsoft Windows 10 Enterprise (64-bit)
Microsoft Windows Server® 2012
Microsoft Windows Server 2016
DirectX® 11
Software N/A N/A N/A N/A
or above
) 1600x960 and
Display
) above, default N/A N/A N/A N/A
Resolution
1920x1080
Video Card N/A N/A N/A N/A N/A
NVIDIA® GTX
GPU N/A N/A N/A N/A
1050 or better
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Installation

Run the CMS installation executable (.exe) and click Setup to perform a simplified install using default
settings. Click Finish when the program finishes installing.

This installs the CMS platform in the default location on the system drive — C:\Program Files (x86)\CMS.

Figure 1: One click installation

Setup

Custom Setup
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Login

The default username and password are both admin. This user has all system permissions. You should
update your username and password after you log in to secure your system.

1. Double-click the desktop icon.

2. Enter your username, password, and the IP address of your CMU. If you installed the CMU on your
computer, this is the IP address of your computer.

3. Click Login.

Figure 2: Login interface

V1.4.1.0.6.1.0_20200303

admin

10086

¥ Remember Password [_] Auto Login
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The Main Menu

Click + to open a new tab. The main menu appears on any new tab you open.

Figure 3: Main menu page

2% All Features
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Card Management

Add or rer feature cards
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Table 1: Main interface introduction

No. Function Description
1 Main menu Open a new tab to see the main menu.
New Build a custom menu page.
Alarm Message Click to set up and see real time alarms. See [Real-time Alarms] for more
information.
Backup Click to display a list of backup tasks and backup history.
System Settings See and set application settings, file paths, hotkeys, snapshot settings,

and export logs. Click the drop-down menu to select a specific setting.
Click Save to save the relevant settings.

6 Operator Settings & Admin
6 Lock Screen F10
m Language
© Help
© 2bout
User: Switch users and modify passwords.
Lock screen: Click to lock the screen, enter the password to unlock the
lock screen, and the password is the login password.
Language: there are nine languages can be chosen.
Help: Click to go to the help page for instructions.
About: Platform version information.

Run status Show CPU and RAM utilization.
Date and Time Current Date and Time.
Common Functions | Shows common system features.

10 All Features Click to show all features. You can drag the function cards around to
change the order and placement of features.

11 Card management | Click to add a function to your menu.
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Update System Settings

Click to access system settings.

From here you can set your system units (Temperature in C/F, distance in meters/feet) File Path, Hotkey

and Snapshot settings. You can also export a system log.

Figure 4: System Settings

{3y System Config

Basic Setting Base Setting

® Remember Password Auto Login [0 Automatic Startup
File Path

Hotkey Setting

Alarm Message Alarm Message
M Flicker Widget [0 Max Widget [ Delay Widget

@ Snapshot Setting [ Open Alarm Dialog

Alarm Sound Ignore
/_) Log Export

Language English
Home Page Show Preview Page M Restore Preview Layout

Video Proportion ® Original Proportion Full Screen Proportion
Decoding Method [J Hardware Acceleration

Default Stream Adaptive

Default Cancel
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Quick Start

To get started, you need to add front end devices (thermographic cameras and capture devices) and
add users with privileges to access those devices. After you add your devices, you can configure more
advanced features, like face capture and temperature alarms.

Add Front-end Devices

Click + to open a new tab and select Devices.

2. If your thermographic device and CMS are on the same network, you can click Auto Search to find
and add your device. Otherwise, click Add Device.

3. Enter details for your device. In most cases, your device is a Thermal Camera:

o Device Name: a friendly name to help you recognize the camera in the CMS.

¢ Username/Password: Credentials allowing the CMS to manage settings for, and get images/video
from, the device.

¢ Group: Add cameras to a group to make them easier to find in the CMS and to record multiple
cameras together.

¢ |AU: The IP address of the Intelligence Analysis Unit, where applicable.

e MDU: The IP address of the Media Distribution Unit, where applicable

Figure 5: Device management
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Add Users

The system has administrator and operator roles with a default set of privileges. When you create users,
you can assign them default roles, or grant each user a unique set of permissions.

Users do not need file permissions for facial recognition features.

1. Click + to open a new tab and select Users.

2. Click + Add.

3. Enter a Username and Password for the new user.

4. Select the Role for the user. By default, roles come with set permissions, but you can select or
deselect privileges to override the role’s default privileges.

5. (Optional) Select the user’s Group. The group can help you organize and find users in the system.

6. Enter a description for the user in the Remark field.

7. (Optional) Modify privileges for the user.

8. Click Add or click Save and New to add more users.

Figure 6: Add user
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Device Management

Use the Device Management page to add and manage video devices. You can automatically search the
network, or manually add devices. The CMU supports IP Camera, DVR, NVR, thermal imaging camera,

face capture camera and thermometric camera devices.

Contact AV Costar Sales for information about supported devices and model numbers.

Click + to open a new tab, and then click Devices to manage devices.

Main Menu

Figure 7: Device management interface

2 admin @9 2019-04-2409:12:12

Q Auto Sear -+ Add Device X Delete ¥, Import

MAC Server Oper:

Table 2: Device management

port (@ Device Status

No. Function Description
Operation Search, add, delete, export, import devices.
2 Device information Details of devices; select devices to edit configurations.
display
Filter Filter the devices by type, online status, and name.
Page Move to the next page of devices, see total number of

devices and cumulative status.
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Auto Search for Devices

You can automatically discover edge devices on the same network as your CMU.

. Click + to open a new tab, and then click Devices.

2. Click Auto Search.
Enter a Username and Password for the devices you want to add. The system can still find devices
without the username and password, but you may not be able to change settings or access video
for these devices until you enter valid credentials.

4. (Optional) Enter the IP range you want to search for new devices. The wider the IP range, the longer
the discovery process can take.

5. Click Start Search to find new devices.
When the search completes, select the devices you want to add and click Add.

7. If you cannot connect to some devices in the list, right click the device and try a different
set of credentials.

Figure 8: Auto search page

Q Auto Search X

Username ~ admin Password eeess »e | 1P Address - Q Start Search

O No. Device Name IP Address MAC Device Type Model Channe Result

All device types ¥ | All connect results v Available 0 Selected 0 Cancel
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Live view

Click + to open a new tab, and then click Live View to watch video and PTZ-control your cameras.
You can right-click cameras in the live view to select the video stream(s) you want to see and modify
settings. You can open up to 4 live view tabs at a time. Drag tabs across monitors to set up a

monitoring workstation.

> Layout

v Device

* & Default group

> Operation

Figure 9: Live view Ul

2 admin

Table 3: Live view

No. Function Description
1 Layout Video display format, add the layout.
Operation Set dome device PTZ/ Image parameter.
Video display Start the cruise, save the current layout, single screen, four
layout screens, support maximum 64 screens
Operation Set dome device PTZ/ Image parameter.
Full screen Full screen
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Realtime Alarms

Click & to see alarms from your edge devices. By default, this page shows alarms from newest to
oldest. From here, you can acknowledge alarms, access video relating to alarms, or go to the live view
for an edge device that issued an alarm.

Figure 10: Real-time alarm interface
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Table 4: Real-time alarm

No. Function Description
1 Alarm display area Display alarm related information
2 Alarm processing Acknowledge/process alarms
3 Alarm operation Alarm, video playback, live video.
4 Interface display Quantity of the current page’s alarms
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Acknowledging Alarms

Acknowledging alarms tells the system and other users that you properly responded to the alarm. For

each alarm, you can click to playback 30 seconds of video for the alarm or to view live video
from the device that reported the alarm.

Click & to go to the alarm page.

Select the alarm(s) you want to acknowledge.

Click ¢

For Alarm Confirm, set the seriousness of the alarm.

For Remark, enter a description/resolution for the alarm, if applicable.

o o M~ w2

Click Confirm to close the dialog. Acknowledged alarms status changes to processed.

Figure 11: Alarm process
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Alarm Search

Use the alarm search to find individual alarms, including historical dates, types, status, and video. By

searching for a particular type of alarm, you might be able to find the same alarm occurrence from

multiple angles.

Click + to open a new tab, and then click Alarm Search to search alarms.

Figure 12: Alarm search interface
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Table 5: Alarm search

No. Function Description

1 Search condition Determine the alarm type, alarm status, and time of alarms you
want to see

2 Search/Process Search for or process alarms

3 Search results Shows alarms fitting your search criteria

4 Operation Acknowledge, alarm playback, or live view.

5 Interface display Access additional pages of alarms, shows total number of
unacknowledged alarms.
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Image Searching

. Click to select an image.
2. Set the Similarity threshold.
Set the Time you want to search. The system returns images matching images between the start
and end times you set.
4. Set the person Type you want to match images for.
5. Select the capture Devices you want to search from.
6. Click Search.

Select images in the result set to display details.

Temperature Configuration

Set temperature thresholds to determine when the system logs alarms.

Click + to open a new tab and click Temperature Config.
2. Input your temperature thresholds.
Set the alarm interval. This typically prevents the system from logging multiple alarms for the same
face or person.
Set the Normal Body Temperature to act as a reference point for temperature readings.
5. Click Save to save the settings.

Figure 13: Temperature Config

Attendance statistics e t lite Main Menu admin B8 2019-11-11 19:44:40
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Temperature Search

Use the Temperature Search function to find temperature readings. You can search by personnel group
and library, or by capture device.

Click + to open a new tab and then select Temperature Search.

Figure 14: Temperature search

1. Choose the search Type.

a. By Group — search libraries to find temperature readings matched with a library. Select the
libraries you want to include in your search.

b. By Device — search temperature readings taken by individual devices. Select the devices that
you want to include in your search.

2. Set the start and end times for your search; the search returns results taken between these times.

3. Select the type of personnel you want to include in the search. This limits results to the Type field set
in face libraries.

4. Set the temperature you want to search for, and whether you want to see results, over, under, or
equal to the number you enter. Select Abnormal Temperature to return all results over and under
the temperature threshold you set.

5. Click Search to view the result.

6. You can click Export to save the results to a local folder.
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Temperature Screening

The Temperature Screening page provides a live view with the most recent over-temperature alarms.
Use this page to perform real-time screening.

1. Click + to open a new tab and select Temperature Screening.
2. To watch cameras live, Double-click or drag them from the device list into the live view.

The Over Temp Snapshot row shows the most recent temperature alarm snapshots. Scroll the list to
the right to see older alarms.

The Temperature Record shows all temperature recording snapshots in order. Scroll down to see older
snapshots.

Temperature Statistics in the upper left corner shows the proportion of temperature alarms to total
snapshots while you have been on the Temperature Screening page.

Figure 15: Temperature screening

= }oo o
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Troubleshooting

Forgot Password

1. Right-click the ServerManagerTool in the system tray and select Restore. If the icon is not in the
system tray, click Start » Programs » CMS » ServerManagerTool.

Click CMU » Config and email the GUID to support@arecontvision.com.
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For more information please visit us at:

www.CohuHD.com

COHU
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