Cautionary Advisory Regarding Forward Looking Statements

You should not place undue reliance on any forward-looking statements contained in this webinar
presentation. The Company assumes no obligation to update forward-looking statements to reflect actual

results, changes in assumptions, or changes in other factors affecting forward-looking information, except
to the extent required by applicable laws.

Arecont Vision Costar, LLC, a Costar Technologies, Inc. company

- Arecont Vision
www.arecontvision.com L
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Here We Grow Again!

 Arecont Vision Costar is in growth mode for outstanding sales & support team members around the globe

Arecont Vision Costar Targets Sales Arecont Vision Costar Adds Brian White to

Growth in Europe, the Middle East, and Lareat Lokes Sales: Aegion
India -

New resources provide enh d support to

s and partners
CA and Dy

www.arecontvision.com
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Continuing Awards for Our Newest Products & Services

 Arecont Vision Costar receives its newest industry award on Wednesday, 14 November...

Arecont Vision ConteralP™ Multi-Sensor
Camera Takes Home New Product of the
Year Award

Septombar Z5th, 2018
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Awitd prasent sanl Vision Costar o GSX 2018 by Security Today

Las Vegas, NV (September 25, 20 Yision Costar, the industry leader in IP-based megapixel camerg
technology and video surveliiance soltions, announces receipt of a prestigious award for the brand new ConteralP ™
ostar's newest multi-sensor camera was recognized as a
WP~ category, and the award presented at GSX 2018 in

muRti-san50r panoramic dome camera series.
New Product of the Year in the “Video Surveil
Las Vegas, Nevada by 1105 Madia's Security

The Conteral® multi-sensor panoramic dome camera was first publicly unveiled on April 16 81 I1SC West. Arecont
Vision has a long histary of iInnovation, introducing the secunity market's first mull-senso pixel cameras in 2006
The Contaral multi-sensor is now the newest member of the Arecont Vision Costar family siry-leading panoramic
and omnidirectional megapinel survedlance cameras. Tha new camera is in early customer trials and is expectad 1o ba
available for all cusiomers soon

www.arecontvision.com

Arecont Vision ConteralP™ Multi-Sensor
Camera Named 2018 Campus Safety BEST
Winner

October 3th, 2018
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ConteralP™ 180° Panoramic Multi-Sensor Camera

Los Angeles, CA (October 8, 2018) - Arecont Vision Gostar, he indusiry leacer in |P-based megapixel camesa
technology and video surveitance solutions, announces that the ConteralP™ multi-sensor panoramic dome camera is
the recipient of an imponan! security mdustry award. The new camera has been recognized as a 2018 Campus Salety
BEST winner in the "CCTV Surveilance Hardware” category.

The ConteralP mult-senso

pramic camera offers a choice of B or 20MP (megapiel] dome configurations. It is ideal
for schools. colleges. and healthcare providers as the camera provides a panoramic 180 view & single, affordabis,
high performance dome unit livers superior, non-stop situational awareness while reducin mber of cameras
and cabing required. This & cost ta buy, install, and maintain & modem surveilance system, whie being less
over by haning fewer camaras depioyed

Arecont Vision Costar Total Video Solution
Takes Home ASTORS Homeland Security

Award from ISC East

Total Video Solution offers megapixel cameras, VMS, recorders, & web services
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ConteraWs

American
Security Today

ASTILS

2018 HOMELAND SECURITY AWARDS
WINNER

New York City, NY (November 14, 2018) — Arecont Vision Costar, the leader
in network-based video surveillance solutions, it has been awarded an ASTORS 2018

Homeland Segurity Award. The recognition is for the new Total Video Solution offered
by the company, which includes megapixel cameras, VMS system, video recorders, and

web services.

Arecont Vision
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@Cyberattacks Are On The Rise

* The threat of cyberattack continues to grow dramatically

Beuters Tech News
@ReutersTech
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BREAKING: ch i I
eck Point Software says it found new variant of l:
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‘WannaCry' virys i
s infecting 3,600
1:14 PM - 15 May 2017 computers an hour

Global cost of cybercrime will grow from $3 trillion in

2015 Lo $6 trillion annually by 2021

28,2016 By Pierluigi Paganir
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The cost of cybercrime could reach S6 trillion by 2021 (global
annual cybercrime costs has been estimated $3 trillion in

2015).

The global cost of cybercrime continues to increase, this isn't a surprise due to the intensification of this
kind of illegal practice. According to an analysis conducted by Cybersecurity Ventures, the cost of
cybercrime could reach $6 trillion by 2021 (global annual cybercrime costs has been estimated $3

trillion in 2015),

https://goo.gl/5YGD64

www.arecontvision.com
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The rising strategic risks

PwC Study: Biggest Increase
in Cyberattacks in Over 10
Years
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of cyberattacks

oy s, ar

nm ore and more business value and personal information worldwide

https://goo.gl/WCiPsZ

Cyber crime is big business. Companies are reporting a growing
number of cyber attacks — many of them aimed at their
intellectual property — and are spending more on information
security measures as a result.

“ha financial caskar e ranaunad for baline 4 nrasracciun annraach ba suhar

https://goo.gl/lhHHrYG
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2 berattacks Are Difficult To Prevent

What is WannaCry : .
L e e g Secure Your IP Cameras, a New Botnet Has Arrived

Owver 122,000 IP cameras are vulnerable to becoming part of the newly discovered
Persirai botnet.

annaCry malicious software has hit Britain's National Health Service,
W some of Spain’s largest companies including Telefénica, as well as

computers across Russia, the Ukraine and Taiwan, leading to PCs and
data being locked up and held for ransom.

https://goo.gl/NCoM9v https://Inkd.in/gZp9it4

+ Virus and malware protection software, firewalls, and services address known issues, security exploits, behavior, and
malicious code
* Viruses and malware continue to evolve
* Vendors in the network security sector invest much time, effort, and resources to stay on top of emerging threats

+ Malicious code that has not yet been identified is much harder to stop before doing damage
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https://goo.gl/NCoM9v
https://www.linkedin.com/company/arecont-vision/redirect?url=https://lnkd.in/gZp9it4&urlhash=bEfr&actionToken=p=p=biz-company-login&c=b7f1a3b6-d0fc-4ab1-bb05-0e2ecd8aaec3&m=company_feed&n=0&t=a=isFolloweeOfPoster%3Dfalse%26distanceFromActor%3D-1%26actorType%3D%26likedByUser%3Dfalse%26targetId%3D%26recentCommentUrns%3D%26targetType%3D%26sponsoredFlag%3DORGANIC%26verbType%3Dlinkedin:share%26objectType%3Dlinkedin:article%26totalShares%3D0%26activityId%3Durn:li:activity:6268812160021987328%26recentLikerUrns%3D%26actorId%3Durn:li:company:80152%26totalComments%3D0%26relevanceScore%3D0.0%26recentCommenterUrns%3D%26isPublic%3Dtrue%26time%3D-1%26totalLikes%3D0%26objectId%3Durn:li:article:8295017276167773001%26distanceFromNestedActor%3D-1&s=ORGANIC&u=urn:li:activity:6268812160021987328&atv=2&actionType=CLICK

Mirai Malware

* Targeted Linux Devices
» Largest DDoS attack

* 620 Gbit/s — Krebs on Security
» 1 Thit/s — French web host OVH

Identified 60 common factory default UN/PW’s
Infected Devices Continue to Function

Blocks Remote Admin Ports
Modified in 12/2017 to utilize zero-day flaw

Arecont Vision'
A COSTAR COMPANY
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Operating Systems

Application Software
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System Software

Application

Operating system
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Network Security Can Be At Risk

* Once a hacker or virus has gained access to a device, they can take control of it and use it to infect other devices
+ Passwords and network protocols (802.1x, HTTPS, etc.) are largely ineffective once the device has been compromised

 Infected devices can spread malicious code, malware, ransomware, network intrusions, robotic Distributed Denial of
Service (DDoS) attacks, or other nefarious purposes

www.arecontvision.com A cOSTAR COMPANY



@T Devices (Cameras) Are Not Well Protected

+ Example media reports of security system cybersecurity concerns — None impact Arecont Vision cameras:

* 4/14: Hackers turn security camera DVRs into Bitcoin makers http:/tinyurl.com/jdc9m6m & Hikvision devices open to
hackers http://tinyurl.com/ycgstsak

» 2/16: Cameras reported to “phone home to China” with your video http.:/tinyurl.com/y805t15j
* 9/16: DDoS on KrebsOnSecurity.com & OHV DNS service uses 140,000+ network cameras & DVRs http://tinyurl.com/ycl48tfm

» 10/16: DDoS on 85 web services including Amazon, Financial Times, Netflix, PayPal, Spotify, & Twitter suspected to have included
many loT (Internet of Things) devices from cameras to appliances for loss of $100M http./tinyurl.com/yb9y6xum

» 11/16: Hikvision cameras reported to send their data to China after being plugged in, Chinese government can access
installed cameras when they want http.://tinyurl.com/ycntb82q

» 11/16: Security camera infected by malware 98 seconds after plugged in http://tinyurl.com/j2svefe

« 1/17: 70% of Washington, DC police video cameras & 123 of 187 NVRs hijacked by ransomware attack, days before Trump
Presidential Inauguration http://tinyurl.com/yajbnn8h; DC and South Dallas cyberattacks http./tinyurl.com/y7gjcf8o

» 3/17: Why Genetec sees Hikvision products as security risks http./tinyurl.com/Is44ygl
» 3/17: Dahua, Hikvision loT Devices Under Siege http./tinyurl.con/j93btx8
» 4/17: Dahua Devices Dangerously Exposed to Cybersecurity Hack http./tinyurl.com/jxjlc8w

» 7/17: ‘Devil’s Ivy’ gSOAP Vulnerability Could Afflict Millions of IOT Devices, including ONVIF cameras
http:/ftinyurl. com/ydy 71786 and http://tinyurl.com/ydajthdqg
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Operational Practices

* Change Passwords — Devices

* Change Passwords — Sites

* Change Passwords — Often

* Physically Lock Computers

+ Disable Boot Devices

» Set Bios Password

* Weigh the benefits of remote access

Arecont Vision'
A COSTAR COMPANY

www.arecontvision.com



Exterior Cameras Practices

« Set Alarms for Offline Cameras

* Review Video leading up to the alarm

* Check Connection Point Access

www.arecontvision.com
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Network Practices

Standard Security — Yes
« 802.1x, SSL

Separate Traffic

* Wired and Wireless ' = T

-\
[

o TR T S TE<
Linux-Mirai Trojan:
~lurns off Watchdog timer, carries

on DDoS attacks

Separate Access

Update bridge points

Audit connections

Advanced
* Block Unused Ports
« Change Standard Ports

* Monitor Outgoing Communications

www.arecontvision.com A COSTAR COMPANY



)

econt Vision MegalP™ Camera FPGA Technology

Arecont Vision MegalP™ cameras have never been reported as
being used in any cybersecurity attacks

« Should a hacker gain access to a MegalP camera, or obtain the user
ID and 16-digit ASCII password to log into the camera, the attack
would only impact that device

» A successful hacker or virus attack could access the camera webpage
and change individual camera settings or take if off line

» The camera could not be taken over for any function other than for
which it is designed

* A bot or virus could not take control and use the camera to launch
cyberattacks on other network enabled devices or infect other devices
across either the the local network or the Internet

View all Technical Updates: https://www.arecontvision.com/bulletins/Technical

www.arecontvision.com

Arecont Vision Cybersecurity Positioning

ARECONT VISION TECHNICAL UPDATE - Issued 14 March 2017
Arscont Vision |s uniqualy pesitioned for continued cybersecurity prolecion of our cusiomers.

We design and manufacture Arecont Vision cameras in the Uinited States. This ensures top quality, industry-lsading megapboel
cimers at a competitive price.

At the heart of sach of our cameras is an Arecont Vision-designed circult board, on which we mount a Fisld Programmable Gate
#uray (FPGA) Integrated circult. We operate the. of tha Arecont Vision-developed Massivaly Paraiel image
Processing (MPIF] architeciune on that circusry.

We do not use Linux of othar common operating systems (OS) which are typically found in compeditor cameras. These OS
Sysiams present a cybersecurity risk 1o te devices that rely on tham

Due 10 the in house developed MPIP architecture, Arecont Vision cameras cannot be repurposed for use in cybersecurity
attacks as othor vendor's CAMens have been

P g of rvalving divices continues. Exampios include:
+ 4/14; Hackers tum secunty camera OVRs info Bicod mavers hitps.0goo giyrvstv & Hikvision devices open 1o hackers

= 216: Camearas reponed fo phong home o China ™ with your wicee Hpe:lons giMWIIST
* 16: DDoS on Krebsecunty.com & OHV DNS service uses 140,000+ network cameras & DVRs filips:ligoo gVDeMir

= 10/16: DOoS on 65 web senices including Amazon, Financial Times, Netfiix, PayPai, Spolify, & Twiller suspected o have
included many laT (intamet of Things) devices from cameras fo appliances for oss of $100M hits igoo gUPTAW4E

= 11116 Hikvision camaras reparted io sand their dati 1o Ching after being plugged in, Chiness govemmand can access instalied
cameras whan thay wan! hits:igoo QUOAZION

* 116 Securty camers infected by maware 96 seconds after plugged i itps Iigoc QURUBIAD

st F\?% D'WB&'WWD DC police video cameas & 123 of 167 NVRs hilacked by ransomwane aftack, days before Trumg
F 1108.1900, AW, and DC and South Dallas cyberattacks hilps:/igoo. giXmhihy

* 17: Racz spaaks out an why Genatec seas Hikvisian products as sacurly risks; Hikision to Genetec: Vague accusatians
claims” hitps:ligoc g -]

+ M40 Dahun, Hindsion k0T Devicos Undor Siege hitps:00,0108snH

Al Arocont Vision, we dovelop our own cone features and technology for use in cur cameras, rather than purchasing them from
rd parties. This ansures that malciows coda Is not Inadvertently Introduced Into our procucts. For ime to markat and cost
reasons, other vendors typically purchase code of IC chips from 3rd parties for core features and technology potentially
introducing additional rsk irto their products.

Arecont Vision cameras offer user IDs 8nd 16 digh ASCH passwords. Arecont Vision Universiy irsining programs provide best

tioas Protection i BNSUND CAMEeN passwards Sysloms sty secure.
Shoukd & hacker avar obiain the user 10 and password for an Arscont Vision camers, only that devics can be impacted. Tha
unique Arecont Vision architecture: el‘su'% that the camera cannct be repurposed 1o participase In Distriduted Denial of Service
(DDGS), ransomware, NEtwork iNlrusion, of CANer CommOn Cyberanacks Boross the Network

Security updaies, new fealures, and enhancements can be applied 1o Arecort Vision cameras afler instalation. Arecont Vision
hias introduced standard network protocols (BO2.1x, HTTPS) in many of our cameras, and firmwane updates are o will be
avaliable that provide these prolocols for e by Arecont Vision camenas already in use.

Arncont Vision balieves in promating Industry standards and smart cybersecurity practices, and our employnes sirve to bring
this message o the security industry. Among our infatives |s our commitment 1o the Security Indusiry ASsociation's
Cyvarsscunty Advisory Board, of which one of our executives is 8 founder and active participant. Other executives pamcipals in
warious SIA committess, while 8 senior exscutive i an active member of the S1A Board of Direciors and the SIA Executive
Commitiee.

Arscont Vision continues to invest in cur Megalab™ tost and certification facility, which in 2016 opened participation 1o notwork
Infrasinucture and cybersecurity vancor solutions [see press rlsase &t fiips:f00 glymbXN]. Dozens of video managemant
system (VMS), natwork video recorser (NWR), analytics, uslity, and infrastruciure vendors have paricipated and tested their
products thowgh the MegaLab and e Arecont Vison Technalogy Pariner Progeam.

The chaice is simpie: if & customer wants 1o ensure cybersecurity protection, Arecont Vision cameras should ba their first
chioe.

Arecont Vision
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= econt Vision Costar Cyber Security Resources @ ArecontVision

T\
Arecont Vision®
and Cybersecurity

Leverage the Arecont Vision Costar Partner Portal

v https://WWW.arecontvision.Com/siqnin.th
v’ https://www.arecontvision. com/dashbo%.

php

Examining the Advanced Cybersecuray

Video Solutions from Arecont Visjon Costar

1P Megapiel Cameras - )
= VMS - Web Servicas
~ Recorders/NyvRs

* Mega
o Arecont Vision & Cyber Sec

= = J-_ -
-+
Conteraws
Plafform Cyber gecunity
s |

e
Contera : a!s r
o Total Video Solution — Platfor erview _
| Queniew
o Get More for your Security brochure il ' LT
; i Get More From Your Securiy

Tl

Arecont Vision
A COSTAR COMPANY

o Gold Standard preso - €
P
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Real World Cybersecurity:
Reducing the Risk

Watch for our email to replay today’s webinar to
review the slides at your convenience
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Follow the AVC News Blog or our Social Media for the Latest News

uuuuuuuuuuuuu

www.arecontvision.com

sales@arecontvision.com
+1.818.938.0700

Arecont Vision
NEWS BLOG

http://blog.arecontvision.com

AV News Center

https://www.arecontvision.com/news.php

www.arecontvision.com

Connect with us

Linked [T}

linkedin.com/company/arecont-vision

g’ Like us on
Facebook

facebook.com/arecontvision

(11 Tube|

youtube.com/user/ArecontVision

G Follow us on
twitter
twitter.com/arecontvision

@arecontvision
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