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You should not place undue reliance on any forward-looking statements contained in this webinar 
presentation. The Company assumes no obligation to update forward-looking statements to reflect actual 
results, changes in assumptions, or changes in other factors affecting forward-looking information, except 
to the extent required by applicable laws. 

 

    Arecont Vision Costar, LLC, a Costar Technologies, Inc. company 

Cautionary Advisory Regarding Forward Looking Statements 



www.arecontvision.com 

 
 
 
 

Real World Cybersecurity: 
Reducing the Risk 

 
 

November 2018  
Webinar 

            



www.arecontvision.com 

• Arecont Vision Costar is in growth mode for outstanding sales & support team members around the globe 

 

 

Here We Grow Again! 
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Continuing Awards for Our Newest Products & Services 

• Arecont Vision Costar receives its newest industry award on Wednesday, 14 November… 
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• The threat of cyberattack continues to grow dramatically  

Cyberattacks Are On The Rise 

https://goo.gl/5YGD64 https://goo.gl/WCiPsZ https://goo.gl/hHHrYG 
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• Virus and malware protection software, firewalls, and services address known issues, security exploits, behavior, and 
malicious code 

• Viruses and malware continue to evolve 
• Vendors in the network security sector invest much time, effort, and resources to stay on top of emerging threats 

• Malicious code that has not yet been identified is much harder to stop before doing damage 

 

Cyberattacks Are Difficult To Prevent 

https://goo.gl/NCoM9v  https://lnkd.in/gZp9it4 
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• Targeted Linux Devices 

• Largest DDoS attack 
• 620 Gbit/s – Krebs on Security 

• 1 Tbit/s – French web host OVH 

• Identified 60 common factory default UN/PW’s 

• Infected Devices Continue to Function 

• Blocks Remote Admin Ports 

• Modified in 12/2017 to utilize zero-day flaw 

Mirai Malware 
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Operating Systems 
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• Once a hacker or virus has gained access to a device, they can take control of it and use it to infect other devices 
 

• Passwords and network protocols (802.1x, HTTPS, etc.) are largely ineffective once the device has been compromised 
 

• Infected devices can spread malicious code, malware, ransomware, network intrusions, robotic Distributed Denial of 
Service (DDoS) attacks, or other nefarious purposes 

Network Security Can Be At Risk 
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IoT Devices (Cameras) Are Not Well Protected  

• Example media reports of security system cybersecurity concerns – None impact Arecont Vision cameras: 
• 4/14: Hackers turn security camera DVRs into Bitcoin makers http://tinyurl.com/jdc9m6m & Hikvision devices open to 

hackers http://tinyurl.com/ycgstsak  

• 2/16: Cameras reported to “phone home to China” with your video http://tinyurl.com/y8o5tl5j  

• 9/16: DDoS on KrebsOnSecurity.com & OHV DNS service uses 140,000+ network cameras & DVRs http://tinyurl.com/ycl48tfm  

• 10/16: DDoS on 85 web services including Amazon, Financial Times, Netflix, PayPal, Spotify, & Twitter suspected to have included 
many IoT (Internet of Things) devices from cameras to appliances for loss of $100M http://tinyurl.com/yb9y6xum  

• 11/16: Hikvision cameras reported to send their data to China after being plugged in, Chinese government can access 
installed cameras when they want http://tinyurl.com/ycntb82q  

• 11/16: Security camera infected by malware 98 seconds after plugged in http://tinyurl.com/j2svefe  

• 1/17: 70% of Washington, DC police video cameras & 123 of 187 NVRs hijacked by ransomware attack, days before Trump 
Presidential Inauguration http://tinyurl.com/yajbnn8h; DC and South Dallas cyberattacks http://tinyurl.com/y7qjcf8o  

• 3/17: Why Genetec sees Hikvision products as security risks http://tinyurl.com/ls44ygl  

• 3/17: Dahua, Hikvision IoT Devices Under Siege http://tinyurl.com/j93btx8  

• 4/17: Dahua Devices Dangerously Exposed to Cybersecurity Hack http://tinyurl.com/jxjlc8w 

• 7/17: ‘Devil’s Ivy’ gSOAP Vulnerability Could Afflict Millions of IOT Devices, including ONVIF cameras 
http://tinyurl.com/ydy7l786 and http://tinyurl.com/ydajthdq  
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• Change Passwords – Devices 

• Change Passwords – Sites 

• Change Passwords – Often 

• Physically Lock Computers 

• Disable Boot Devices 

• Set Bios Password 

• Weigh the benefits of remote access 

 

Operational Practices 
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• Set Alarms for Offline Cameras 

• Review Video leading up to the alarm 

• Check Connection Point Access 

 

 

Exterior Cameras Practices 
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• Standard Security – Yes 
• 802.1x, SSL 

• Separate Traffic 
• Wired and Wireless 

• Separate Access 

• Update bridge points 

• Audit connections 

 

Advanced 

• Block Unused Ports 

• Change Standard Ports 

• Monitor Outgoing Communications 

 

 

 

Network Practices 
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Arecont Vision MegaIP™ Camera FPGA Technology
 
 

• Arecont Vision MegaIP™ cameras have never been reported as 
being used in any cybersecurity attacks 

 

• Should a hacker gain access to a MegaIP camera, or obtain the user 
ID and 16-digit ASCII password to log into the camera, the attack 
would only impact that device 

• A successful hacker or virus attack could access the camera webpage 
and change individual camera settings or take if off line 
 

• The camera could not be taken over for any function other than for 
which it is designed 
 

• A bot or virus could not take control and use the camera to launch 
cyberattacks on other network enabled devices or infect other devices 
across either the the local network or the Internet 

View all Technical Updates: https://www.arecontvision.com/bulletins/Technical  
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Arecont Vision Costar Cyber Security Resources 

Leverage the Arecont Vision Costar Partner Portal 

 https://www.arecontvision.com/signin.php  

 https://www.arecontvision.com/dashboard.php  

 

• Mega  
o Arecont Vision & Cyber Security white paper 

o Gold Standard preso – AVC Made in USA section 

 

 

• Contera 
o Total Video Solution – Platform Cyber Security Overview 

o Get More for your Security brochure 

o Gold Standard preso – ConteraVMS & ConteraWS slides 
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Watch for our email to replay today’s webinar to 
review the slides at your convenience 

 
 
 
 

Real World Cybersecurity: 
Reducing the Risk 
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twitter.com/arecontvision  
 

@arecontvision 

 
 
 

facebook.com/arecontvision 

 

http://blog.arecontvision.com 

linkedin.com/company/arecont-vision  youtube.com/user/ArecontVision 

www.arecontvision.com  
 
 
 

sales@arecontvision.com  
 

+1.818.938.0700   https://www.arecontvision.com/news.php 

AV News Center 

Follow the AVC News Blog or our Social Media for the Latest News 

http://www.arecontvision.com/
mailto:sales@arecontvision.com
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